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The purpose of this guidance is to inform members and College Officers of the 
privacy and security considerations when using WhatsApp for RCPCH work.  
 

College use of WhatsApp 
 

1. Notify individuals about use of WhatsApp: All individuals should be 
informed of the use of WhatsApp and any data protection and security 
information about the tool so they understand the purpose of using the 
app and how WhatsApp processes their data.   

2. Obtain prior consent: You must have the consent of the individual before 
you add them to a WhatsApp group.  

3. Update your settings: You can update your privacy settings in the app to 
choose who can see your information (Everyone, My Contacts or Nobody), 
and choose whether to turn off your last seen and read receipts, so other 
users won’t see when you were last online or if you have read a message. 
Use an appropriate profile picture if you choose to upload one.  

4. Check your device security: Make sure your device has adequate security, 
including: 

o A strong password, pin number, fingerprint or facial recognition; 
o The latest operating system and up to date security software; 
o The latest version of the WhatsApp app; 
o Restricted access: The app is not password protected so do not 

allow family and friends to access your device if it contains College 
information.  

5. Use WhatsApp appropriately: Only share relevant and appropriate 
information through WhatsApp. More details are in the “Community 
Guidelines” section of this guidance. 

6. When you leave the group or no longer undertake college work, you must 
delete the group from your device and your cloud (if data has been 
uploaded to here), including any chat history, photos and contacts. 
Remember, you may need to clear the data from several locations 
including your photo gallery, document uploads and cloud storage.  

7. If there is a security breach, for example your phone is lost or somebody 
obtains unauthorised access, information RCPCH immediately. Phone: 
020 7092 6000 and ask to speak to the Information Governance team or 
contact your main RCPCH staff contact.  

 

Community guidelines 
 
The RCPCH will not have access or oversight of any WhatsApp groups and 
messages will not be moderated. If you feel that a message is offensive, or that it 
violates any of the guidelines, please report it to the RCPCH.  
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You remain solely responsible for your messages and for any consequences that 
may result from them. Be respectful of others in the group and follow the 
following guidelines:  

• Do not share information that is confidential or sensitive about any person 
or College work; 

• Only message or add members to a group with explicit permission of the 
individual; 

• Choose an appropriate profile picture (if you use one);  
• Restrict admin rights to a group so only the group admin can invite other 

people to the group; 
• Within the group, agree a code of conduct of the group, for example a 

window of when to message (eg not before 07:00 or after 20:00; not at 
weekends etc.) and the purpose of the group to ensure content stays on 
topic;  

• Do not use WhatsApp for contacting College children and young people 
(CYP), unless you have agreed this with an RCPCH staff member.  

• Do not take screenshots or forward messages from the group;  
• Keep the group professional: stay on topic and do not disrupt discussions, 

and avoid gifs, social conversations and personal disclosures (including 
photos); 

• Do not share any private or personal matters about any person (including 
colleagues, RCPCH staff, patients, CYP, parents/carers, trainees), including 
contact information, photographs, screenshots or links, or any special 
category or criminal offence data about anyone.  

• Do not share false or misleading information, or any offensive, 
threatening, defamatory or indecent content, including opinions, images 
or videos;  

• Do not share anything technically harmful such as spam or malicious 
software; 

• Be mindful of how you write messages, for example using punctuation 
and avoiding all capitals to make messages easy to read.  

• You have no obligation to join a WhatsApp group and can leave the group 
at any time. You can also manually delete messages and group chats. We 
recommend deleting a WhatsApp group and all messages from your 
device when the group is no longer active.  

• You can contact WhatsApp directly to access your privacy rights, such as 
the right of subject access and to ask them to delete your information.  

• Information is stored on your personal device but WhatsApp is used to 
discuss College work, information discussed may be required to be 
disclosed as part of a subject access request to the College.  

• If you have any questions about the use of WhatsApp and whether it is 
appropriate for your work, please get in touch with the Information 
Governance Team at Information.Governance@rcpch.ac.uk.  

 

Further Guidance 
 
The College has also produced some general guidance on using social media 
outside of college work which you may also find useful: 
https://www.rcpch.ac.uk/resources/social-media-guidance 
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